CoBeThI 110 6€30IaCHOCTH B COIMATbHBIX
ceTdax

Ha umo cnedyem obpamumes 8HUMAHUe, ec/u y 8dc ecms
obwedocmynHeliii npoghuns 8 coyuansvHoii cemu:

Ntob6oii YeNnoBeK MOXKET NPOCMATPUBATb, COXPAHATb AN
AeNnaTb CKPUHLWOTbI poTorpaduii, nsobparkeHnii unm
KOMMeHTapueB, KOTopble Bbl NybanKyeTe. B uncno Takmx
Ntofei BXOAAT paboToaaTtenin, KOANErn, COyYEHUKM, a TaKKe
Ntobble MLa, Y KOTOPbIX MOTYT 6bITb HEAO0BPbIE HAMEPEHUA.

He ncnonb3ayiite cBoe NonHoe Ums u/unv nsobpaxexve
CBOEro AvLa ANA aBaTapa U aeHTUdMKaLMK, a TakxKe He
BK/tOYaNTE INUHYI0 MHOpMaLmio B pasgen buorpadum.

He ny6aukyiite poTorpadmm nnum Buaeo Ballero palioHa,
MeCT, KOTopble Bbl YacTO NocelaeTe, WKObI, MecTa paboTbl
W T. 4., TaK Kak OHX MOTYT NOMOYb Bac HalTW. NMybaunkyiTe
doTorpadum nocne Toro, Kak Bbl YLLAM U3 MECTA, FAe Bbl
HaxoAMAUCb, UNK ¢ Meponpuatua: #lategram v otTknlouUTe
reosioKaumio.

Bam HeobxoaMmo MMeTb 06LLLeA0CTYNHYIO YYETHYIO 3anucb
O/1A KapbepHOro PocTa, MPOonaraHAMCTCKON AeATeNbHOCTH,
NONUTUYECKUX Lenei n T. a.?

B 3TOM Ccnyyae paccMOTPUTE BO3MOXKHOCTb CO34aHUsA
06LLe0CTYNHOM YYETHOM 3aMmcK, KOTopan NpeaHasHavyeHa
ON1A onpeaeneHHON Lenn u otaeneHa ot IMYHON yYeTHOWM
3anucu, rae Bbl MoXKeTe
paccKkasbiBaTh O CBOEN
JINYHOW KU3HU.

Bam BakHO, 4TO6bI ¥ Bac bbi10
MHOTO NOANUCYNKOB? B 3TOM
c/lyyae paccmoTpuTe
BO3MOKHOCTb OrpaHU4YeHus
o06bema MuHoIA
MHpOPMaLUU, KOTOPYIO Bbl
ny6nuKyeTe, n nepeynTanTe
NpUBeAEHHbIE BbllLE PEKOMEHAALMUMN OTHOCUTENBHO
06LeA0CTYMNHbIX YYETHbIX 3anuncei.

Ymo cnedyem yuumoieames, ecau y eac ecmo 3aKpbimolii
npogune e coyuansvHoli cemu:

3HaeTe /i Bbl IMYHO BCEX CBOMX MOANUCHMKOB? BcTpeuanucb
/11 Bbl CO BCEMM JINYHO? EC/M Bbl OTBETUAM OTPULLATENBHO HA
o601 U3 3TUX BONPOCOB, NEPECMOTPUTE CBOW CMIUCOK
NOAMNUCUMKOB U PeryasapHo nposepsiTe ero.

Mpexae yem paspelnTb KoMy-1MB0 NOANUCHIBATLCA Ha BaC UK
LPYXKUTb C BAMU B COLMANbHbIX CETAX, NPOBEpbTe YUETHYIO 3anuchb
3TOro YeNoBeKa, YTo6bl y6eanTbeA, YTO OHA He NnoaAeNnbHas, u
NOCMOTPUTE, €CTb /I Y BAC 06LLME APY3bA.

JlonoJHUTEIbHbIE COBETHI:
3arpysute npunoskerue U of T Campus Safety

o KpyrnocyToyHble OnoBeLLEeHNA B peXume peanbHoro
BpemeHun 06 MHUMAEHTaX, CBA3aHHbIX C
6E3OI'|aCHOCTblO, WU 3aKPbITUKN Kamnyca

®  }uBoM yat c oTaesom 6e30MacHOCTM Kamnyca
(Campus Safety), KoTopbIit coeanHAeT nonb3osartenei
C coTpyAHMKamu cny6bl 6esonacHocTn YHUBepcuTeTa
TopoHTo (U of T) B pexknme peanbHoro sBpemeHmn

L] Bocnonb3yiTtecb cepsrcom TravelSafer, KoTopbiii
nossonset otgeny 6e3onacHocTi kKamnyca
OTCNEXKMBATb MAPLUPYT NONb30BATENSA NPU BXOAE B
KaMnycC MM BbIXOAEe U3 KaMnyca 40 AOCTUMKEHUA
NYHKTa Ha3HaYeHun

(] Bocnonb3yiitech npunoxeHnem Mobile Bluelight,
KOTOPOE MpW aKTUBALLMM OTMPABASET AAHHbIE O
MECTOMOI0XKEHUM NO/b30BaTE/IA B KAMMyCe B CNYXK6bl
Kamnyca

o JononHutenbHble GyHKLMM, TakMe Kak Friend Walk n
CNyX6bl NOAAEPIKKM, MOMOratoT NO/b30BaTENAM B
ntoboit Touke mupa.

I/IHOCTpaHHble CTYyAEHTBhI:

[ns nonyyeHus foNoNHUTENbHON MHGOPMaLmK O
PasNYHbIX BUAAX MOLIEHHUYecTBa M 06MaHa,
pacnpocTpaHeHHbIX B OTHOLUIEHWM MHOCTPAHHbIX CTYAEHTOB,
noceTMTe UMMUIPALMOHHbIN Be6-CaitT NpaBuTeNbCTBA
KaHagb! no agpecy:

https://www.canada.ca/en/immigration-refugees-
citizenship/services/protect-fraud/internet-email-
telephone.html
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Ipunoscerue U of T Campus Safety modicHo
6ecnaiamHo 3azpy3ums 8 Google Play u Apple
Store.

Kyaa o6paTuThcs 3a HOMOLIBIO:

Ecnu Bbl N0A03peBaeTe, YTO CTaNN MULLEHBIO
MOLUEHHMKA, Mbl PeKOMeHAyeM Bam coobLmnTb 06
3TOM, MO3BOHUB Ha NIMHUIO 6e30nacHOCTH
Kamnyca 10 HesKCTPEHHbIX BONPOCOB (CM. HUKe).

UNIVERSITY OF Community

TORONTO Safety Office

C)

® ,?@

e  JluHua 6e3onacHocTu Kamnyca UTM:
905-828-5200

e  JlnHua 6esonacHocT Kamnyca UTSC:
416-287-7398

o JluHua 6e3onacHocTn Kamnyca UTSG:
416-978-2323

Otaen obuecTBeHHo 6e30NacHOCTU roToB
npeaocTaBUTb BaM KOHCYbTaLMIO B OTHOLLIEHUN
Ntobon cMTyaLmMm, KOTopasa KacaeTcs Ballewn

&

0Py Sontigg s Bop.g o <
Dy teliVaiGy § Shhistoney 3€0-tocagee, Bitoojy

6e3onacHOCTM uan 6e3onacHOCTU ApPYruxX N0AeN.
Bbl MOXKeTe NoNyYUTb NOAAEPKKY OT 3TOM
cnyx6bl, obpaTnsBwmch no TenedoHy 416-978-1485
WU 3N1EKTPOHHOMY aapecy

[IpegoTBpalienue
MOILIIEHHUYeCcTBa U
noAJep KKa B
YHuUBepcurTeTe
ToponTo (U of T)

community.safety@utoronto.ca.

www.communitysafety.utoronto.ca
community.safety@utoronto.ca
416-978-1485




BUTKOUHAX

MOLUEHHUYECTBO

Buabl MolieHHUYeCcTBa

Cxema molueHHu4yecrsa 1: «Bo3spar ornpasurento»

1.

KepTBa NosyyaeT aBTOMaTUYECKMIA 3BOHOK OT CAYKObI
[OCTaBKM MO NOBOAY NOCbIIKK. Ee CBA3bIBAIOT €
4Ye/I0BEKOM, YTBEPXKAAOWMM, YTO OH paboTaeT B
KOMMaHWM No A0CTaBKe.

epTBy «nepeHanpassioT» B NOANLMIO, @ 3aTEM
coobLaloT, YTO afpecoBaHHan ei NocbliKa, B KOTOPOM
HaxoAATCA He3aKOHHbIE TOBapbl, bbia nepexsayeHa.

KepTBe roBopAT, YTO €1 rPO3UT apecT v AenopTauus 3a

yyacTue B HE3aKOHHbIX AeNCcTBUAX. epTee coobuatoT, 4To

Y Hee ecTb BO3MOXHOCTb 3an1aTuThb WTpad, 4Tobbl
n36exaTb TIOPbMbl/AenopTaLuy.

Cxema molueHHu4YecTBa 2: «Mcnonb3oBaHue KapTtbl gna
OTMbIBaHUA AeHer»

1.

YKepTBe 3BOHUT YeoBeK, yTBEPKAAoLLMiA, uTo paboTaet B

nonnuun.

epTse coobLatoT, Yto ee 6aHKOBCKas KapTa

MCNOJIb30BaNacCb B CXxeme OTMbIBaHUA AEHEr U YTO ee cyeTa

6yAyT 3a6710KMpPOBaHbI.

KepTBe roBOpAT, 4TO OHa A0/KHA MOMOYb B

paccnepoBaHuu, YTo6bl CHATL C ce6a 06BUHEHUA, U NPOCAT
CHATb AEHbIN CO CBOMX CYETOB U BHECTM MX B «B6Ee30MmacHyo

cucTemy» yepes BUTKOMHbI Ha BpemMs NpoBeaeHUA
pacciefoBaHus.

YKepTBe roBopsAT, YTO 3TM AeHbrv ByAyT BO3BPaLLEHbI NO
OKOHYaHWM pacciefoBaHus.

Cxema molueHHMYecTBa 3: «CeKCyaibHbIN LaHTaX»

1.

epTBa BCcTynaeT B KaxyLeecs 6e306uaHbiM obweHne
B COLMA/IbHbIX CETAX UM HA CalTax 3HAKOMCTB.

B UTOre NpecTynHuK NpUHYXAAET XKepTBy OTNPaBAATb
OTKPOBEHHbIe N306paKeHna, pa3aesaTbCa nepes,
KamMepoW UK coBepLLaTb NONOBbIE aKTbl HA Kamepy.

YKepTBe roBopsAT, YTO M306parkeHns byayT
ony61KoBaHbI (B IHTEpHETE, 0TNpaB/eHbl Y1eHam
CemMbM U T. A4.), €C/IN OHa He OTNPaBUT AeHbIM
NPeCTYNHWKY (UK, B HEKOTOPbIX C/IyHasX, eC/iM OHa He
oTNpasuT ewwe 6onblie n3obpaxkeHni).

B HEKOTOPbIX CAYYAnX XKepTBy NPUHYKAAIOT
CKPbIBATLCA, YrPOXKasA PacnpoCTpaHUTb U306pakeHus,
a C CEMbEM KEepTBbI CBA3bIBAIOTCA /19 NONYYEHUS
«BbIKyMa».

[pyrue cueHapuu

3BOHOK/3/1E€KTPOHHOE MUCbMO OT ANLLA, Bbl4AOWEro
cebn 3a topuaunyecknii otaen Service Canada, B
KOTOPOM COOBLIAeTCA, YTO NPOTUB BacC BblABUHYTbI
06BUHEHMA.

3BOHOK/3/1€KTPOHHOE MUCbMO OT JILLA, BbIAAIOLETO
cebs 3a npeacrasuTens Service Canada, B KoTopom
coobLiaeTcs, YTo Ball HOMEpP COLMANbHOTO
cTpaxoBaHuA (SIN) 3a610KMpoBaH, HeaencTBUTENEH
WK ero AeicTane NPUOCTaHOB/IEHO.

Yrposbl CO CTOPOHbI 3BOHSALLETO O TOM, YTO BblgaH
opAep Ha Ball apecT, v oH byaeT NpuBeaeH B
MCMONHEHWe, ec/in onnata He ByaeT npousseaeHa
HemeZaIeHHO.

Yrpo3bl CO CTOPOHbI 3BOHALLETO O TOM, YTO Bbl
novepseTe BU3y UK CTaTyc unu byaete
[enopTMPOBaHbl M3 CTPaHbl, ec/i onnata He byaer
npovsseseHa HemeaneHHo.

3BOHOK/MMUCbMO O TOM, YTO Ball KOMMbIOTEP 3apaskeH
BUPYCOM. 3BOHALLMIA UM OTNPaBUTENb Npeanaraet
YAAUTb BUPYC U3 BalLero KommnbloTepa. Yenosek
MOMbITAaeTCA NOJIY4UTb NAPOM OT BALLEro KOMMbIOTEPa
1 APYryio INYHYI0 UHGOPMALMIO.

3BOHOK/NWUCbMO O TOM, YTO Bbl YTO-TO BbIMFPANU, XOTA
Bbl HE Y4aCTBOBA/IM B KOHKypcCe. He BBOAUTE HUKAKYIO
MHOpMaLMIo U yaanuTe TeKcT. Ecam B TekcTe
npeanaraercsa Hanucatb «CTOM» unm «HET», 4TObbI
6osbLie He nony4aTb coobleHus, yaanuTte ero. He
oTBevaiTe. MOLWeHHWKM OTNPaBAAOT Takne
coobueHusn, 4Tobbl ybeanTbes, YTO 3TO peasibHbli
Homep TenedoHa.

Kak BBIT/IAAUT MOLIEHHAYeCTBO? YTO MHe cielyeT Jie/laTh?

Yro Aenatb, ec/IM CO MHOI CBA3ANCA YENOBEK, KOTOPbIN
nbiTaeTcA MmeHA 06MaHyTb?

He Bceraa nonaralitecb Ha naeHTUdMKaTop
BbI3bIBaloLL,Ero aboHeHTa/MHAMKATOP BbI30BA Ha
Balwem TesnedoHe. Y MOLIEHHMKOB ecTb Cnocobbl
M3MEeHUTb OTOBparkeHne 3BOHKa, YTOObI
nNpeACTaBUTbCA, HANPUMEp, Kak NOAULMA, XOTA Ha
CaMOM fie/le 3BOHOK BbIMO/HAETCA HE3aKOHHO.

locypapcteeHHble cnyxawme Kanagbl HE BYQYT
CBA3bIBATLCA C BAMM HanpAMYyto 1 TpeboBaTb feHbrv B
06MeH Ha coxpaHeHwWe Ballero KaHaACcKoro cTaTtyca.

CRA (Hanorosoe ynpasnexue KaHagbl) unm Service
Canada HUKOT A He TpebytoT onaaTbl 3/1EKTPOHHbIM
nepeBoAoM, OH/IANH-Ba/IIOTOMN, TAKOM Kak BUTKOMHDI,
WY NpesonnayeHHbIMU KPeaUTHbIMU KapTamMu.

FocyaapcTeeHHble cyKalme He ByayT NpocuTb Bac
obe3onacutb CBOM AeHbru 1 TpeboBaTb UX NepeBoaa B
OHNaliH-BaNoTe, TAaKOWM KaK BUTKOUH.

CRA OTnpasnAeT Bam AeHbrnM NPAMbIM 4eNO3UTOM UIN
YeKOM Nno nouyTe.

Mpasutensbctso Kanaabl HE MPUHUMAET nnaTtexu
yepe3 Western Union, aeHexHble nepesBoabl,
npeaonaaYeHHble KpeauTHble KapTbl UAN BaHKOBCKME
nepesBoAbl B APYryl0 CTPaHY.

CotpyaHukn CRA unm rocyaapcTBeHHble Cayxalune
HUKOT A He pa3roBapuBatoT arpeccuBHO U He
YrpoXKaloT BaM apecTom Wu BbI3OBOM NOANLUN.

416~

485 www.communitysafety.utoronto.ca

BoT uto Bam cneayet genatb, KOraa Bbl nonyvyaere HOAOGHbIe
3BOHKU Unun COOGLI.I,EHVIRZ

OTHOCUTECH C NOA03PEHNEM K TEM, KTO MPOCUT AEHBIN
WU INYHYI0 MHGOPMALLMIO.

HE npov3BoauTe onnaty U He NpeaoCTaBAANTE INYHYIO
nH$popmaumio. ECv y Bac BOSHUKAN NOAO3PEHMSA,
cnpocuTe y 3BOHALLEro HOMep COTPYAHMKA U 3aBepLunTte
3BOHOK. HallanTe KomnaHwuio B iHTepHeTe (Hanpumep,
CRA vau IRCC) 1 no3BOHUTE TyAa, YTOBbI Y3HaTD,
OEeNUCTBUTENEH N HOMEP COTPYAHMKA, NPefoCTaBAEHHbIN
3BOHALLUMM, U 3aKOHHO /1N ero TpebosaHue.

Mo3BoHWTe B cnyk6y 6e3onacHocT1 Kamnyca
(416-978-2323), uTo6bI Y3HATb, 3aKOHHbI M TpeboBaHUA
3BOHALLEro.

CoobwwmTe 06 MHUMAEHTe B KaHaacKuit LeHTp no 6opbbe
¢ moweHHunyectsom (https://antifraudcentre-
centreantifraude.ca/report-signalez-eng.htm), 8 cayx6y
6e3onacHocT Kamnyca (416-978-2323) v B noavumio
TopoHTo (416-808-2222).

YTo Aenatb, €C/IN KTO-TO YrpoXKaeT ony6/1MKoBaTth Mamn
noAenuTbca BallMMM MHTUMHbIMU poTorpapuammn?

He cTbianTech. O6patutecs B otaen obuiecTBeHHOM
6e3onacHocTH (416-978-1485), uTobbl 06CyaUTHL
BO3MOKHble BapUaHTbl.

CoobwmTe 06 MHUMAEHTe B CyKby 6e3onacHocTH
Kamnyca (416-978-2323) unu 8 nonuumio TOPOHTO
(416-808-2222).

HesaBWCMMO OT TOro, 3HaeTe /N Bbl YEI0BEKA, KOTOPbI
BaM yrpoaert, caenaite CHUMOK 3KpaHa ¢ ero URL-
aapecom / umeHem / aApecom 3NEKTPOHHOM NouTbl /
nceBAOHUMOM.

CoXpaHuUTE U CKONUPYTE BCe COOBLLEHMSA, KOTOPbIE OH
BaM OTNPaBu/I. ITa UHPOPMALLMA MOXKET NOHAZ06UTLCA
BaM Npw nojaye 3asaBNeHUs B NOAULMIO.

MpeKpatuTte 06LLEHME C ITUM YEOBEKOM.

MomeHANTe Napo/b Ballen y4eTHOM 3anucu B
COLMAbHOM CETU M/UNKN BPEMEHHO OTK/IOYUTE UK
[eaKTUBUPYIATE CBOIO YYETHYIO 3anuch.



